WH®OPMALIMOHHAA NMAMATKA
OnA OBYHAKOLWMXCA AnA PASMELLEHUA
HA O®ULINATIbHbIX MHTEPHET-PECYPCAX

C kaxablM rogoM MONoOEeXMn B MHTEpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA O4HU U3 CaMbIX
aKTMBHbIX NONb30BaTenen PyHeTa. Me>|<,u,y TeM, MOMMUMO OrpOMHOTIO KoJfnin4decTtBa BO3MOXHOCTEN, MHTEepHEeT
HeceT n I'IpOGJ'IeMbI. OTa namaATka goImKkHa NomMoYdb Tebe 6Ge3onacHO HaxoanTbCs B CETH.

KomnbloTepHbie BUPYCbI

KomnblOTEPHBI BUPYC - 3TO pPa3HOBUAHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTENBHON
0COBEHHOCTBIO KOTOPOM ABMSIETCA CNOCOBHOCTL K pa3MHOXEHMIO. B fononHeHre K aTomy, BUPYCbl MOTYT
NnoBpeanTb WM MOJTHOCTBIO YHUYTOXWUTb BCe bannbl M AaHHbIE, NOAKOHTPONbHbIE MOMb30BaTEMN, OT
UMeEHM KOoTOoporo bbina 3anyleHa 3apaxeHHas nporpaMma, a Takke MoBpeAuTb MK OaXe YHUYTOXWUTb
onepaumoHHY0 CMCTEMY CO BCeMu dhavnamu B LenoMm. B GonblMHCTBE cnyyaeB pacnpoCTpaHaTCA
BUPYCbl Yepes NHTEPHET.

MeToabl 3aLWmMTbl OT BP€AOHOCHLIX Nporpamm:

1. Micnonb3yii coBpeMeHHble OnepaLnoHHbIE CUCTEMBI, UMEIOLLME Cepbe3HbI YPOBEHb 3aLUUThl OT
BPEAOHOCHbIX Mporpamm;

2. T[loctosHHO ycTaHaBnuBanW nadytm (uudppoBble 3annaTkv, KOTOpble aBTOMaTU4ECKu
yCTaHaBMMBalOTCA C Lenbio AopaboTku nporpammbl) M Apyrne OOHOBREHUS CBOEW OnepaLMoHHON
cuctembl. CkaumBanm Mx TOMbKO C odumumanbHOro camta paspabotuvmka OC. Ecnn cywecTByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabotan Ha cBOEeM KOMMbIOTEPE Mof NnpaBaMu Monb3oBaTens, a He agMuMHucTpartopa. JTo He
no3BonunT 6OJ'IbLIJVIHCTBy BPeOOHOCHbIX MporpamMmMm UWHCTannmpoBatbCA Ha TBOEM MNepCOoHarlbHOM
KOMIMbIOTEpE;

4. Wcnonb3ym aHTUBMPYCHble MpOrpaMMHble MPOAYKTbl W3BECTHbIX Npou3BoauTENnen, C
aBTOMaTuyeckum obHoBneHnem 6as;

5. OrpaHuyb pU3nYeckuii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX L

6. cnonb3yn BHeLHNE HOCUTENM UHOPMaLMK, Takue Kak dreLuka, AUCcK unu ann n3 uHTepHeTa,
TONbKO U3 NPOBEPEHHbBIX UCTOUYHMKOB;

7. He oTkpbiBalh KOMNbKOTEPHbIE (hainbl, NOMyYEeHHble U3 HEeHaOeXHbIX WUCTOYHMKOB. [axe Te
(havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlyylie yToYHU y Hero, oTnpasnsn nm oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepedaym SaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas komnaHua 3apeructpuposana 6peng "WECA", yto o6o3Havyano cnosocoyeTaHune
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHast TOMHOCTL".

o Hawero BpemeHu gowna gpyras abbpesuaTypa, KoTopas ABMAsSeTCa Takomn xe TexXHonornen. 31o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe ObINO AaHO C HAMEKOM Ha CTaHAApPT BbICLLUEN 3BYKOBOW TEXHUKM
Hi-Fi, yto B nepeBofe o3Ha4yaeT "BbiCOKas TOYHOCTL".

[a, 6GecnnaTHbll WHTEPHET-JOCTYN B Kadye, OTensXx W aspornopTax SABMASAETCS OTNIMYHOMN
BO3MOXHOCTbIO BbIXOfa B MHTEpPHET. Ho MHOrMe akcnepThl cuuTatoT, 4To obwenoctynHele Wi-Fi cetn He
ABNAOTCA 6e30nacHbIMM.

CoBeTbl No 6e3onacHocTH paboTkl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepegaBain cBoo nn4yHyto nHdopmauuio Yepes obwepoctynHole Wi-Fi cetn. PaboTtas B HuX,
XenartenbHO He BBOAUTb Naponn A0CTyNa, NOrMHbI U Kakne-To HOMepa;

2. Vicnonb3ayii 1 0GHOBNA aHTMBUPYCHbIE NporpaMmbl 1 6paHamayep. Tem cambiM Tbl 06e30nacullb
cebs 0T 3aKkayky BUpyca Ha TBOE YCTPOMUCTBO;

3. Mpwu ncnonbzosaHmn Wi-Fi oTkntoum gyHkumio "O6wmn goctyn K hannam n npuHtepam”. JaHHas
yHKUMSA 3aKpbiTa MO YMOMYaHWMIO, OQHAKO HEKOTOpble MOoNb3oBaTenu akTUBUPYT ee Ansg ygobcTea



ncnonb3oBaHus B paboTe nnn ydebe;

4. He wncnonb3yn nybnuudbin WI-FI gna nepegadm nuuHbIX AaHHBLIX, HaANpMMep ANs Bbixoda B
coumanbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuiieHHoe coeanHeHve vyeped HTTPS, a He HTTP, 1.e. npu Habope Be6-
agpeca BBoAN UMeHHo "https://";

6. B mobunbHoMm TenedoHe oTknmoum cyHkumo "lMogkntoveHne k Wi-Fi aBTomaTtuuyeckn”. He
Jonyckan aBToMaTU4eCKOro nogknoyeHus yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTU aKTMBHO BXOOAT B HALLY XKMN3Hb, MHOTME NI0AM paboTaloT M XKUBYT TaM NOCTOSIHHO,
a B Facebook yxe 3apernctpupoBaH Munnuapg 4ernoBek, YTO SIBNSieTCA OOHOW CeabMOW BCEX XuUTeneun
nnaHeTbl. MHOrMe nonb3oBaTenM He MOHMMAIOT, YTO MHAOPMaUUS, pasMeLleHHas UMK B coLmanbHbIX
CeTsX, MOXeT ObITb HamgeHa M MUCMONb3oBaHa KeM YrogHo, B TOM uucrie He obssaTtensHo ¢ Bnarvmm
HaMepeHNsMu.

OcHoBHble coBeTbI N0 6e30MacHOCTU B coLMarnbHbIX CeTaX:
1. OrpaHnyb CNCoK apy3ei. Y Tebs B OpYy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmuian CcBOK YacTHYK Xu3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, gaty TBOEro
POXAEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLIIEHHUKMA MOTYT UCMOMb30BaTh AaXe MHopMauuio
O TOM, KaK Tbl U1 TBOM POAUTENU MNaHNUpyeTe NPOBECTU KaHUKYIbI;

3. 3awwwwar cBoto penyTaumio - AepXn ee B YUCTOTe 1 3agaBan cebe Bonpoc: xoTen Obl Tbl, YTOObI
Apyrve nonb3oBaTenu BMAEnu, 4To Tbl 3arpyxaewb? [logymanm, npexge 4em 4YTo-TO OnyGrimMkoBaThb,
HanucaTb U 3arpyaunThb;

4. Ecnu Tbl roBopuLLb C NMOABMW, KOTOPbIX HE 3HaeLLb, HE UCMONb3YI CBOE pearnbHOe UMS U APYryHo
FIMYHYIO MHCpOPMALMK: UMSI, MECTO KUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. 3berai pasmelleHnst goTorpadunt B IHTepHeTe, rae Tbl N300paXkeH Ha MECTHOCTM, MO KOTOPOWA
MOXHO ONpeaenuTb TBOE MECTOMOMNOXEHNE;

6. Mpu pernctpaumm B coLmanbHON CeTU HEOBXO0AMMO UCMONBb30BaTb COXHbIE NAPONN, COCTOSLLNE
13 BykB 1 LMAP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOW CETU, MOYTLI M OPYrMX CaiToB HEOBXOAMMO MCMOMNb3oBaTb pasHblie Maposnu.
Tor,u,a ecnu 1ebs B3J1OMaKOT, TO 3/TI0YMbILLUNIEHHUKM nonydaT AOCTYN TOJIbKO K O4AHOMY MeCTy, a He BO BCe
cpasy.

OneKTPOHHbIe AEHbLIN

OnEeKTPOHHbIE AeHbM - 3TO OYeHb YAOOHbIN cnocob nnaTexen, ogHaKo CyLLEeCTBYIOT MOLUEHHUKM,
KOTOpbI€ XOTST NOMAYYNTb 3TN AEHbLIN.

aﬂeKTPOHHbIe OeHbrnm noABUINCb CoBCEM HElAaBHO U MMEHHO U3-3a 3TON0 BO MHOIMMX rocygapcreax
00 CUX NMop He nNponmncaHo npo HMUX B 3akKOHax.

B Poccuun xe oHM DYHKLMOHUPYIOT U O HUX YXKe MPONucaHo B 3aKoHe, rae ux pasfensioT Ha
HECKOINbKO BUAOB - aHOHUMHbIE U HE aHOHMMHble. PasHyua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspellaeTtcs npoBoAuTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
ngeHTudMKaums nonb3oBartens AsnseTca 0bs3aTensHON.

Takke cnegyeT pasnuyaTb 3MEKTPOHHblE puaTHbie AeHbIU (PaBHbI FOCYAapPCTBEHHLIM BanioTam) u
3MNEKTPOHHblE HehmaTHbIe AEHBIN (He paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6Ge3onacHow paboTe ¢ ANeKTPOHHBIMU AeHbramu:

1. MpuWBsSDKM K CHETY MOBUNbBHbLIN TenedgoH. 3To camMbii yA0BHbIN 1 ObICTPbIA cNocob BOCCTAaHOBUTL
[oCTyn K cyeTy. [NpuBssaHHbI TenedoH NOMOXET, ecnin 3abyaeLlb CBOM NATEXHbIN Naposb U 3angellb
Ha calT C HE3HaKOMOro YCTPOMWCTBA;



2. Vicnonb3yn ogHopasoBble naponu. [locne nepexofa Ha ycuneHHy aBTopusauuio tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KPaXky UIu nepexasarta NnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. [pecTynHukam OygoeT He NpocTO yragaTb CHOXHbIA Naposib.
HapexHble naponu - 3To Naponu, KoTopble coaepaT He MeHee 8 3HaKOB 1 BKMNOYAKOT B CeOs1 CTPOUHbIE 1
nponucHble ByKBbI, LNMPLI 1 HECKOMNBKO CUMBOIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMLaTenbHbIn
3Hak 1 7.n. Hanpumep, $tR0Ong!;;

4. He BBOAM CBOU NNYHbIE OAHHbIE HA calTax, KOTOPbIM HE AOBEpPSiELLb.

OneKTPOHHas noyTa

OneKTPoHHas NoyTa - 3TO TEXHONOMMS U NpeaoCTaBIsieMble €0 YCIYrU Mo NEePEeCchINKe 1 NOMyYeHnto
3MEKTPOHHBLIX COOGLLEHWI, KOTOpblE pacnpeaenstoTcs B KOMMblOTEPHON ceTu. OObIYHO 3MEKTPOHHBLIN
MOYTOBLIA SALWMK BbIFMSAANT CregylowyM o6pasom: UMS_Monb3oBaTena@uMsa_goMeHa. Takke Kpome
nepegayy NpocToro TekcTa, MMeeTCcs BO3MOXHOCTb NepefaBatb dainbl.

OcHoBHble coBeTbI Mo GesonacHol paboTe ¢ ANEKTPOHHON NOYTON:

1. Hapo BbIGpaTh NpaBunbHbIN NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBIV BbIGOP BecnnaTHbIX
MOYTOBbLIX CEPBUCOB, OAHAKO fy4lle AOBEPATb TEM, KOTO 3HAELUb U KTO NEPBLIN B PENTUHTE;

2. He ykasbiBah B JIMYHOW MoO4YTE JMYHYKO WHQopmauuto. Hanpumep, nydwe BbiOpatb
"My3blkanbHbIVi_aHaT@" unm "pok2013" Bmecto "temal3";

3. Wcnonb3yn OByxaTanHyw aBTopm3auuio. OTO Korga MOMMMO Maponis HYyXXHO BBOAUTb KoA,
npucbinaembii no SMS;

4. Bbibepn cnoxHbii naponb. Ons Kaxgoro no4vToBOro silMKa OO0IMKeH ObiTb CBOWM HadeXHbIN,
YCTONYMBbIN K B3NIOMY Naponb;

5. Ecnun ecTb BO3MOXHOCTbL Hanncatb CamoOMy CBOM NIUYHbIV BOMPOC, UCMOMb3yh 3Ty BO3MOXHOCTb;
6. VMcnonb3yh HECKONbKO MOYTOBbLIX AWMKOB. [MepBbid A8 YacTHOW NEepenuckn C agpecatamu,
KOTOPbIM Tbl AOBEPSAELLb. ITO ANEKTPOHHLIN aApec He HAaZO UCMONb30BaTb NPU perncTpaumm Ha popymax

M canTax;

7. He oTkpbiBan hannbl 1 Apyrne BrOXeHUA B NMCbMax, AaXe eCnu OHW NPULLIU OT TBOUX ApY3en.
Jlydlle yTOuUHM y HWX, OTNPaBNSAnuM N oHu Tebe aTn dannsl;

8. lNocne okoH4YaHus paboThbl HA MOYTOBOM CEPBMCE Nepes 3aKpbITUEM BKITAAKM C CaiToM He 3abyab
HaxaTb Ha "Bbiitn".

KnbepO6ynnuHr unm BuptyanbHoe usgeBarTefibCTBO

KnbepbynnuHr - npecnegoBaHne coolLWeHMsaMK, codepxawwmmn ockopbneHus, arpeccuio,
3anyrmBaHue; XynmuraHcTeo; coumnarnbHoe 6OI7IKOTI/IpOBaHI/Ie C NOMOLWbIO pa3fmMyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynnUHrom:

1. He 6pocaiica B 6oi. Jlyqwmii cnocob: nocoBeToBaThbCA Kak cebs BECTU U, ECIN HET TOTO, K KOMY
MOXHO 06paTuTbCA, TO BHayane ycrnokoutbcd. Ecnm Tbl HayHelwb oOTBeyaTb OCKOpPGneHusamMu Ha
ockopBneHns, To TOMbKO eLle Bonblue pas3oxKellb KOH(IKKT;

2. YnpaBnan cBoen kubeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHUMas. CyIJJ,eCTByPOT cnocobbl BbISICHUTb, KTO CTOMT 3@ aHOHMMHbIM
aKKayHTOM;

4. He cTtouT BecTu XynuraHckum obpas BMpTyanbHOM XusHu. VIHTepHeT dukcupyeT BCce TBOU
AeNCTBUSI U COXpaHsaeT ux. YaanuTb ux OyaeT kpariHe 3aTpygHUTENBHO;

5. Cobniogali CBOK BUMPTYarbHY YeCTb CMOJIOAY;

6. WrHopupyn egumHuuHbIn HeratwuB. OpHOpasoBble OCKOpPOUTENbHbIE COOBOLEHUA nydile
urHopmpoBatb. OBbIYHO arpeccus npekpaLlaeTca Ha HavanbHoOW CTaauu;



7. BbaH arpeccopa. B nporpaMmmax o6mMeHa MrHOBEHHbLIMW COOBLLEHUAMMN, B COLIMATBHBIX CETSAX €CTb
BO3MOXXHOCTb GJIOKMPOBKM OTNPaBKK COOBLLEHWIA C onpeaeneHHbIX aapecos;

8. Ecnnm Tbl cBugetenb knbepGynnuHra. TBoM AEWCTBUS: BbICTYNUTb MPOTWB MpecrenoBaTerns,
nokasaTb €My, YTO €ro [OelCTBMS OLIeHMBAIOTCH HeraTUBHO, MOAAEPXKaTb XXEePTBY, KOTOPOM HyXHa
ncMxonornyeckasi NoMoLLb, COOBLLUMTL B3pOCHbIM O dakTe arpeccuBHOro NoBeAeHNs B CeTu.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CcMapT(OHbl 1 NNaHWeTbl cogepxat B cebe BnonHe B3pocrnbi (OYHKLMOHAM, U
Tenepb OHW MOryT KOHKYpMpOBaTb CO CTauMOHapHbIMU KoMmnbioTepamu. OgHako, CPeacTB 3alumThbl AN
noAo6HbIX YCTPOWCTB NOKa OYeHb Mano. TecTupoBaHue 1 NOUCK YI3BUMOCTEN B HUX MPOMCXOOUT He Tak
MHTEHCMBHO, kak ans MK, To ke camoe KkacaeTcsa 1 MOOUNbHBLIX MPUIOXEHWUIA.

COBpeMeHHbIe MOBUNbHbIE 6pay3epb| yXKe NpakTn4yecCkn OOorHanm HacCTollbHble aHalnorun, ogHako
pacmnpeHue (*)yHKLI,VIOHaJ'Ia BneYeT 3a cobon 60]'IbLLIy}O CJTOXXHOCTb U MEHbLUYO 3allUNLLEHHOCTb.

[laneko He Bce NPOU3BOAMTENM BbINyCKaloT 0GHOBMNEHWS], 3aKpbIBaOLINE KPUTUYECKNE YSI3BUMOCTU
ONS CBOWX YCTPOMNCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNBHOro TenedoHa:

Hwu4ero He aBngaeTcs no-Hacrtodwemy OecnnaTtHbIM. Byﬂ,b OCTOpOXeH, Beb Koraa Tebe npepnararT
OecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKpPbITbl KakKme-To nnaTHble yCnyru,

Oymaii, npexge 4em otnpaBuTb SMS, ¢oto mnu Bugeo. Tl TOYHO 3HaelWb, rae oHW OyayT B
KOHEYHOM utore?

Heobxoanmo 06HOBMAATE ONepaLMoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl Anst MOBUIbHbIX TenedgoHoB;

He 3arpyxaii NpuUnoXxeHnss oT HEM3BECTHOTO UCTOYHMKA, BEAb OHU MOTYT coepXaTb BpeJOHOCHOE
nporpamMmmHoe obecneyeHue;

lMocne ToOro kak Tbl BbIMAEWb C calTa, rge BBOAWM NWUYHYO MHAOPMAaUMIo, 3aianm B HACTPOWKU
Opaysepa u yganu cookies;

Meproanyeckn NpoBepsii, kKakne nrnaTHble YCYrM akTUBUPOBaHbI HA TBOEM HOMEPE;
[aeaw cBoi HoMep MoBUnbHOro TeredoHa TONbKO NAAM, KOTOPbLIX Thbl 3HAELLb U KOMY AOBEpPsieLUb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOrAa Thl UM He Morb3yellbes. He 3abbiBaii MHOrOa NPOBEPSTh
aTo.

Online urpbl

CoBpeMeHHblE OHMaMH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLMe pasBriedyeHusi, o6beamHsowme
COTHM ThICSY YENOBEK MO BCEMY MUPY. VIFrpOKM nccneayoT AaHHbIN UM MUp, O6LLaloTea Apyr ¢ OpYrom,
BbIMOSHAIT 3aaHusi, CPaXxartTCcsl C MOHCTPaMM W MOMy4arT OnbiT. 3a yAOBOMbCTBME OHWM MNNATAT:
NoKynatT AUCK, ONnaynBaloT aboHEMEHT Unu NPUoGpeTaroT KakMe-To Onuum.

Bce ot cpeactsa MayT Ha nogdepaHue M pasBUTUE UMpbl, a Takke Ha camy 6GesonacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOpM3aLuUW, BbIMycKaloTCA HOBble natuv (UMdpoBble 3annaTku Ans
nporpamm), 3aKpbiBaloTCH YA3BUMOCTU CEPBEPOB.

B nogo6HbIx nrpax CtTout onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naporsid,
Ha KOTOpPOM OCHOBaHa cuctemMa aBTopusauum OonbLUMHCTBA urp.

OcHoBHbIe coBeThbl N0 6€30MacHOCT TBOEro UFPOBOIO akKayHTa:

1. Ecnv gpyroii Urpok BeaeT ce6s Nnoxo unv cosgaeT Tebe HenpuUATHOCTK, 3a60KMPYIA €ro B CniMcke
MrPOKOB;

2. Toxanyncsa agMuHUCTpatopaM MUrpbl Ha MroOXoe noBedeHWe 3TOro MUrpoka, XenaterbHo
NPUMOXUTb Kakne-To AokasaTenscTsa B BUAE CKPUHOB,



3. He ykasbiBa nnyHyto nHdopmaLuuio B npodanne urphbl;
4. YBaxain gpyrux y4acTHMUKOB Mo urpe;

5. He ycTaHaBnmBan HeomumanbHble naTym 1 Moabl;

6. Vicnonb3yii CnoxHble 1 pasHble naponu;

7. [axe BO Bpems Urpbl HE CTOUT OTKIIOYaTh aHTUBMPYC. MNoKa Thl Urpaellb, TBOW KOMMLIOTEP MOTYT
3apasunThb.

DULWIMHF UMK KpaXka NMUYHbIX AaHHbIX

O6bI4HOM Kpaxen AeHer 1 JOKYMEHTOB CErofHs yXKe HUKOro He YAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOrMN 3MOYMBILLUNEHHUKN NEPEMECTUNNCL B MHTEPHET, U MPOAOmKalT 3aHumaTtbes "nobumbim”
aenom.

Tak nosiBMNacbk HoBas yrposa: MHTEPHET-MOLUEHHMYECTBA MM OULLIMHF, FNaBHas Lenb KOTOPOro
COCTOUT B NOMNyYeHUN KOHDMAEHUMANbHbIX AaHHbLIX MONb30BaTENEeN - NIOTMHOB M Naponen. Ha aHrnmnckom
a3blke phishing ynTaeTtca kak dpmwnHr (ot fishing - peibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3noMaHa, To
HeobxoaMMo 3abrokMpoBaTh ee U COOBLLINTL agMUHUCTPaTOpaM pecypca 00 3TOM Kak MOXHO CKOpeEe;

2. VlCFIOJ'Ib3y17I Ge3onacHble Be6-calThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONUCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHble u pasHble naponu. Takmm obpasom, ecnm Tebs B3nomalwT, TO
3MOYMBILLAIEHHUKM MONyYaT AOCTYN TOMbKO K OOHOMY TBOEMY NPOGUII0 B CETH, a HE KO BCEM;

4. Ecnn Tebsa B3nomanu, TO HeobxoAuMO npedynpeaunTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3noManu K, BO3MOXHO, OT TBOero mmeHu byget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLMHIOBbLIE CanThbl;

5. YctaHoBu HagexHbI napornb (PIN) Ha MoGUnbHbIM Tenedow;
6. OTkno4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan annbl 1 Apyrne BrOXeEHUA B NUCbMax, AaXe eCnu OHW NPULLIY OT TBOUX APY3en.
Jlydlie yTouHM y HWX, OTNPaBNSAnmM N oHu Tebe aTn danneol.

LindpoBas penyrauus

LindpoBas penytaumsi - 3TO HeratMBHas WU MNO3MTUBHAA WHdopMauuss B cetn o Tebe.
KomnpomeTupytoLas nHgopmaums, pa3ameLleHHas B MIHTEPHETE, MOXET Cepbe3HbIM 06pa3oM OTpa3nTbCs
Ha TBOeW peanbHOW Xu3HW. "LindpoBas penytaums" - 3T0 TBOW UMUK, KOTOPbIN dhopMupyeTcs u3
nHdopmaumm o Tede B MHTEPHETE.

TBOE MecTo XWTenbcTBa, y4ebbl, TBOe (UHAHCOBOE MOMOXeHWe, OCOGEHHOCTM XapakTepa U
pacckasbl 0 61M3KMX - BCe 3TO HakanmeaeTcs B CETU.

MHorve noapoCTKM NErkoMbICIIEHHO OTHOCHTCA K NyOnmkauum nnyHon nHdopmauum B NHTepHeTe,
He NMOHUMas BO3MOXHbIX MOCMeACTBUA. Tbl Aaxe He CMOXellb JoragaTbCs O TOM, YTo choTorpachums,
pasmMeLleHHasa 5 neT Hasag, cTana NPUYNHOM oTKasa NpuHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHve TBoux doTtorpaduii n gpyrve OencTBUS MOTYT HE UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yAanulb. Tbl HE 3Haelb, KTO COXpaHWN 3Ty MHgopMauuo, nonana nu oHa B
MOUCKOBbIE CMUCTEMbI M COXPaHUNacb My OHa, a rnaBHoe: YTo mogymalT O Tebe okpyxawwme noan,
KOTOpble HanayT n yBuAAT 9T0. HanTn nHdopMaumio MHOTO neT CnycTa CMOXeT Mtobon - Kak u3 gobpbix
noby>xOeHUn, Tak N C HAMepeHMeM NPUYNHUTL Bped. TO MOXET ObITb KTO YroAHO.

OcHOBHble COBETbI MO 3alLnUTe LI,I/I(prBOI7I penyTaunmu:

1. Nogyman, npexae Yyem 4TO-TO NyGnMKoBaTb U NepedaBaTb y cebsa B 6nore nnm B coumansHon
cetu;



2. B HacTporkax npocuns ycTaHOBM OrpaHUYEeHUs Ha MNpPOCMOTP TBOero npoduns u ero
COOEepPXMMOro, caenan ero Tonbko "gnsa apysen”;

3. He pasmeluait u He ykasbliBai MHGOPMaLMIo, KOTOpasi MOXKET KOro-imbo ockopGnsTe Unv obmkaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMBbHUKU - aKTMBHbIE MOMb30BaTENU LUMGPOBOro npocTpaHcTea. OgHako Aaneko
He BCe 3HalT, YTO MONb30BaHNE MHOMMMU BO3MOXHOCTAMU LMGPOBOro Mnpa TpebyeT cobntogeHns npas
Ha MHTEeNNeKTyanbHyl COGCTBEHHOCTb.

TepMuH "MHTENnekTyanbHasi COGCTBEHHOCTL" OTHOCUTCS K pasnUYHbIM TBOPEHUAM YETI0BEYECKOro
yMa, HauMHasi C HOBbIX M306peTeHN N 3HaKoB, 0603HaYaroLLMX COBCTBEHHOCTb Ha MPOAYKTbI U YCAyrn, U
3aKkaH4MBas KHuramm, gotorpacpmsamm, KUHOPUNBMaM1 U My3blkaibHbIMU NPOU3BEAEHUSMMU.

ABTOpCKME NpaBa - 3TO MpaBa Ha WMHTENNeKTyarbHyl0 COOCTBEHHOCTb Ha MPOW3BEAEHMWS HayKu,
nutepaTypbl M UCKyccTBa. ABTOPCKME MNpaBa BLICTYMAlT B KayecTBe rapaHTUM TOro, 4TO
WHTenneKkTyanbHbI/TBOpYEeCKMA Tpya asTopa He OydeT HanmpacHbiM, [acT emy CrpaBeanvBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, NonyyYnTb U3BECTHOCTb U NpuaHaHue. HukTo 6e3
paspelleHnss aBTopa He MOXeT BOCMPOM3BOAUTbL €ro MNpOu3BEAEHMe, pacnpoCcTpaHsaTb, NyONMYHO
AEeMOHCTpUpoBaTb, MpogaBaTb, WMMOPTMPOBaTb, MNyckaTb B MNpokaT, MyonMYHO  UCMOJHSATD,
noKa3sblBaTb/MCMNOSNHATL B 3dhmpe Unmn pasMeLlatb B MIHTepHeTe.

VMcnonb3oBaHme "nMpaTckoro” nporpaMMHOro obecnevyeHnst MOXeT MPUBECTM K MHOTUM pUCKaM: OT
noTepu OaHHbIX K TBOMM akkayHTam 40 GrNOKMPOBKU TBOEro YCTPOWCTBA, r4e YCTaHOBMEHa HerneranbHas
nporpamma. He ctount Takke 3abbiBaTb, YTO CYLLECTBYIOT fieranbHble 1 BecnnaTtHble NporpamMmmbl, KOTOpbIe
MOXHO HalTU B CETWU.

O noprane

CeTeBnYOK.ph - TBOW MaBHbIN COBETYMK B CETU. 34eCb Thl MOXELLb y3HaTb 0 6€30NacHOCTM B CETK
MOHATHBLIM U JOCTYMHbLIM S3bIKOM, @ NPY BO3HUKHOBEHWUW KPUTUYECKON CUTyaumMm o6paTuTbCs 3a COBETOM.
A Takke NpUHATb y4acTme B KOHKypcax 1 CTaTb CaMblM LUPOBLIM rpaXaaHNHOM!



